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KORT OM BEC
- IT-PARTNER FOR FINANSVIRKSOMHEDER I DANMARK

Kunder Omsaetning i 2016 70 Y, 1 4%

~+ 50 1 . 395 mio. kr. Niche-pengeinst

Pengeinstitutter med saerligt foku:

produktpalette til be

itutter Seerlige finansielle akterer
s og en mindre Saerlige akterer i finanssektoren sdsom organisationer,
fer myndigheder og leverandorer til pengeinstitutter.

Fx Coop Bank, PFA Bank og PenSam Bank Fx Finanstilsynet, Pensionsinfo og
Danmarks Nationalbank.

Ansatte

700

240/ O af danske erhvervskunder o;asda:t"nf:’deler.
gen sig
Grundlagt bruger et BEC-pengeinstitut som pa BEC’s flere
1 9 6 4 deres primaere bank (malt pd end 50 kunder.
NemKonti).

)
200/ O af danske privatkunder 79 Yo

Full service-pengeinstitutter

brug er et BEC_ peng ei n St|tut som Ie”e':\‘?eerl‘?sl;gl«:;tzrg som :‘g:)i:;;er en bred produktpalette inden for bade privat,
d e res p ri m&re ba n k (mé It pé Full service-pengeinstitutterne er typisk medlemmer (medejere) af BEC.
NemKonti).
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KIM VALDEMAR LARSEN
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10 ar i BEC.
Supportchef.

ITIL, SaFe mm.

Master i Ledelse fra FU.

Effektiv og compliant brugerstyring og adgangskontrol i BEC

3



AGENDA

Baggrund
Indsatsomrdder
Effekt

Lessons learned
RPA

Fase 2

o Uk L=
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BAGGRUND

e Teknisk platform
o Braendende platform: Control SA, der ikke laengere supportes.
o Egenudviklet utidssvarende system — LAK (Logisk Adgangskontrol).

o Effektivitet
o Lead times pa request er beregnet til +480.000 timer i 2016-tal.
o Egenudviklet brugergraenseflade til 17” skaerme.
> Manuel provisionering og harde bindinger.

e Compliance
o Udestdende revisionsanbefalinger .
o Etablering af fundament for de omfattende sikkerhedsmaessige krav til bankerne nu og i
fremtiden.
o Understgtte BEC's igangveerende agile transformation.
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INDSATSOMRADER

Effektivitet Compliance Erstatning
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ERSTATNING

Evaluering af krav: BEC-krav vs. leverandgrer.
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KORTLAGNING AF BEC-KRAV I FORHOLD TIL LEVERAND@RER
- METAFORSAMMENLIGNING — BILEKSEMPLET

BEC

Ford Mondeo (2015) — Nice looking hatchback with a modern design. Can do day to day tasks and is easy to
drive. It can be maintained by most garages and is not that expensive to operate. You can move most of your
belongings with it but a large couch can be a problem because it is a hatchback

Ford Mondeo (2011) - Station car that you can use every day. Because it's a station you can move most of the
stuff you need to be moved. It's a model that is going a generation back and may not look as modern as the
newer Mondeo. It can be maintained by most garages

BMW 1 series (2015) — Smallest car in the BMW range it's modern and has the comfort a person needs from a
car. Moving a large couch could be a problem and some people may think it is to expensive for a car of it's class.

BMW 5 series (2002) — A big station car with plenty of functionality from it's days. Can move large furniture
and can drive rather fast on autobahn’s. It's only a little bit dated and is surprisingly expensive to operate.

Volkswagen hybrid (2015) — Car that is used a lot in the world and is used because it's common. By making it
hybrid it is environmental friendly and should use less view than the car it is based on. because it's hybrid, more
expensive, takes ling to charge and has less room. Maintenance is only given by some garages.

USS Ronald Reagan (2003) — Big aircraft carrier ordered in 1994 and commissioned in 2003. Mainly used for
keeping world peace and holds 90 airplanes. Has a crew of 3200 personal to operate the vessel. It uses nuclear
material to move around. The fuel is a little bit hard to get

Ferrari formula 1 (2015) — One of the fastest racing cars on the planet. Is purposely build to do accelerate and

cornering very rapidly. Disadvantages are there are a few people who can drive in it and also it is very expensive
to operate.
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EVALUERING AF KRAV
- BEC-KRAV VS, LEVERANDGRER

BEC
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ERSTATNING

Scoring: KuppingerCole-scores + alternative
Gartner-scores + BEC-radgivers best practices .

N
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KUPPINGERCOLE-SCORES

-l
KuppingerCole #4 Omada @®SailPoint @HiITacH T @Netia.  ATOS

Security -

Functionality

Integration

Interoperability

RFI score* Evidanonly
sScore
*Based on a RFI look alike
. Strong positive . Positive Medium . Low - High (est.) Medium (est.) Low (est.)
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BEST PRACTICE-EVALUERING

®
]

]
#440mada

®SailPoint @HiTacH  “@Netia.  AtOS

' - -

Mdm.Lw'\\\ High (es t)\\Md um (es t)\Lw( est.)

BEC
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ERSTATNING

BEC-vurdering: Leverandgrtilstedeveerelse,
erfaringer fra egen branche m.v.
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EFFEKT
- FASE 1 HAR OPTIMERET EN RAKKE PROCESSER

e Automatisk provisionering til AD, RACF og shared mailboxes (Office 365), herunder
oprette, eendre, nedlaegge og tildele rettigheder.

e Automatiseret mail-flow, herunder password-breve, information om sikkerhed, og
velkomstbreve.

e Procesoptimering i Brugeradministrationen, som ikke lzengere skal
godkende/behandle alle requests.

e Systemunderstgttet funktionsadskillelse (SoD).

e Systemunderstgttet risikovurdering.

e Uddelegering af godkendelser til deputy.

e Mulighed for at behandle requests direkte via e-mail og mobile enheder.
e Styrket og automatiseret kontrolmiljg.
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EFFEKT

Effektivitet Compliance Erstatning

B Ec Effektiv og compliant brugerstyring og adgangskontrol i BEC | 15




LESSONS LEARNED - IAM
- FEM STORSTE TAKEAWAYS

o Veerktgjerne kan mere eller mindre det samme og er fleksible.
o Veelg veerktgj pd baggrund af tilgeengelige ressourcer og mulighed for erfaringsudveksling i
neeromradet.
> Viden om “plejer” kan veere en haamsko og vejen til customisering — vaelg standard.

e Brugergreensefladen skal vaere moderne og intuitiv.
o Sikrer i nogen grad adaption i organisationen.

e Datakvaliteten er afggrende for succes.
o Haever compliance-niveauet og ggr IAM-veerktgjet brugervenligt.

e Inddrag brugerne, opret en referencegruppe tidligt i forlgbet.
> En god ide afprgvet pa referencegruppen kan afslgre svagheder tidligt.

o IAM-vaerktgijet skal veere det centrale, men kan ikke std alene.
o Taenk holistisk og overvej om RPA kan veere en del af den samlede Igsning.
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ROBOTICS (RPA)
- HVORFOR OG HVORDAN

e Tkke alle systemer anvendes i en grad, hvor det
giver veerdi at integrere til IAM-veerktgijet.

e De systemer som har en dynamisk brugerbase er
kandidater til automatisering.

e Initialt blev fire kandidater valgt ved hjeelp af
interviews og praktisk monitorering.

* To kandidater skal gennemga en tilpasning inden
de er klar til automatisering.

BEC

I
Creativity and _‘o’_
Innovation 28

?_o Structured
Work

Verbal
Conversation

Subjective
Thought
Unstructured
Information

3 Repetitive

Tasks
ﬁ \\ Accuracy &
Q ﬂ Consistency

O] e
e Logl_cal
Tala Processing

Emotion and
Compassion

@ 24/7
24 Operation

0% error rate.

Deliver consistently high
service levels at a lower cost.
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EKSEMPEL

Automation Benefits

Potential for reduction of time from 25
to 8 min = savings of 0.04 FTE

Potential for improvements:

- Steps to mitigate future calls
(Remedy groups prompt in email
template);

- Remove steps from process (no
need for archiving emails,
distribution lists for Team Leaders
now updated by Personal
Administration)

- Increase visibility of tasks
completed (Workload Tracker)

s Amiskaration Taam

Manual interventions required but
efficient tracking system in place

EIEEL

Requires input consistency in order to
ensure RPA benefits realisation

Current Status : Improvements in progress prior to RPA
automation
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- OPDATERET AF ROBOTTEN

DASHBOARD MED UNDTAGELSER

BEC

e New Joiner Consultant - Dashboard
1 Agatha Pressndl Yos account | Completed tem complote In progress 20012015 Tenma
Pl - emadl
s 2enk ot to Taz- sekupinthe
2 Sybil Frhesume Yez requestor | Gomplited | oystem complets I progress Isi0nz01 Tenna Profile Status Employee in TS0
Mo - email u 2
sont aut to ¥ up i the -
3 Enochkillen Yos roquestor | Completed tem complote In progress onze Tenma “ .
o - email
= 2t outto ez et upinthe 9 SRS N -
4 Tennille Tutt Tes requistor | Complited  system complats In progresz 180002018 Tenna L €
Mo - email = = inprogress
zann out o oz - setupinthe N
5 Taniko Grom Yos Completed tem complote In progress 190002015 Tenma
Awaiting ° ; \ S
Py = o ~new sczount e
6 Ankonio Locks Ter raception Ho In progrezs a0rovems Tenm EmsepenTo T
waiting
» sl from
T Kristian Decorlo Yos reception Ho Completed 20012015 Tenma 3
AW:MQ = Correct details in TSO Admission card status eToken required
o sl From 1 . 2 = i3
8 | Oblia Meclean - aeounk cray Ho Completed 20/0v20mE Tenna 1 © w u
2 u
v 1 e »
3 CorlKensinger - new account crea Ho Completed 20012015 Tenma . . s 3 s s
Ewatting 5 N 0 >
- account el from s . 4
10 Amber Gombra “newsccomtcrss updated | roception Ho Completed a0rovems Tenm : :
Tez - @ ° °
. P ves-mccunt o -emait et Aweiting emeil  Campieted Mo card W e a2t upinthe
T Sellates Sehlesina. newccomnt crea account | Mo card Ho Comeletad 2002005 Tenma I nom et et

commcammaTD semsmen s LY s e

Dashboardet giver bade
medarbejdere og ledere en

oversigt over undtagelser og
manuelle udestdender
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LESSONS LEARNED - RPA
- TAKEAWAYS

BEC

RPA-implementering har veeret
driver for frigivelse af kapacitet
i teamet — 0gsd mentalt

Arbejdet med RPA har gjort det
tydeligt, at der er brug for et
staedigt fokus pd at sikre
smidige end to end-processer

—)
—

I dag sker der dobbeltarbejde i
flere processer.
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FASE 2

e Datavask og overblik
o Identificere objekter som ikke var i LAK og sikre indhold.

e Udvidelse af det operationelle scope
o Provisionering til yderligere domaener og platforme.
o BEC fileshares
o QOprettelse, tilknytning af rettigheder og nedlzeggelse.
o Distributionslister i Heimdal
o Qprettelse, tilknytning af kontaktpersoner og nedlaeggelse af distributionslister.

e Optimering af dynamiske roller
o Dynamiske roller udbygges med nye attributter til brugerne som styres, ejes oqg tildeles i
Heimdal og giver stor fleksibilitet i forhold til automatisk tildelte adgange.

e Optimering af proces for onboarding
> Reducering af manuelle processer, herunder undgad dobbeltindtastninger.
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IAM I BEC
- SAMLET KONTROLMILJ® OG VARKT@ISUNDERSTOTTEDE PROCESSER

fLi a8 2 &

BEC User Administration BEC End Users BEC Managers

. . ol E Security Polic
& (@ - -~ —y Reportingta¥1d Contrz
BEC IAM Center | icewmiry - EE—
_ N Heimdal Heimdal

Password Manager One Identity Manager

XJIRA Sbmc” &

® 51 server
salesforce.org J N PAI‘A,; /CI TC_: P\
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7 SPORGSMAL OG MERE INFORMATION

Spergsmal?

o www.bec.dk

e kim.valdemar.larsen@bec.dk
e TIf. 26 71 46 97
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