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Introductions

Brian Luplau, CEO, NetCloud

Frank Christensen, IT Security Manager, Solar Group .
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Most companies struggle
with data quality

Two many cooks
Often data is collected from multiple

Garbage in — Garbage out

GIGO basically means that flawed input
data produces nonsense output. From systems and applications. But which
an ITAM/ITSM perspective, low-quality data are then the correct and can be
data can have a huge impact on costs, trusted?

efficiency, control and security.

Lacking full overview

No history of the device lifecycle makes
in the ITSM will increase the work decision-making a difficult task. It also
hours needed for even simple tasks makes working in the ServiceDesk

and the risk of human error. Especially time-consuming when every case turns
onboarding and offboarding policies into detective work.

are heavy manual processes.

Manual processes
Manual processes and manual typing




How you save both time and
money by having the correct data

Asset Management

Capacity Management

Life Cycle Management
Availability Management
Device Lifecycle

Eliminate dormant licenses

Compliance and Mitigating Risk

Self-healing security controls
Governance and compliance evidence

Critical application availability and uptime
Reduction in mean time to repair
Improved risk score

echo

powered by NetCloud

Automate Processes

On- and offboarding process

Automatic monitoring + repair of the baseline
Dynamic policy with alerts for abnormal events
Full control over all devices

Enforce governance policies

Service desk — One touch, Full view

High level of service

Fast handling makes for happy users
Proactive user experience

Data information in near real-time



Generelt

44DWH12 @
TESTPC1201 LATITUDE E7240

Hardware

Model No.

System Manufacturer
Warranty Expires
Serial number
Battery Health

CPU

Baseline

Freeze Status
Encryption Status
Encryption Suspend
VPN Status

SNOW Status

SCCM Status

Tildelinger Tildel rum  Tildel person

Rum og Filialer (1)

° IT Support
NetCloud

Relationer Link service

Services

.ﬁ Der er endnu ikke linket nogle services.

Bestem status manuelt v
Dette asset er driftsklar.

o i

LATITUDE E7240

Dell

01-08-2017

(44DWH12

57

Intel(R) Core(TM) i5-4310U CPU @ 2.00GHz

‘UnFrozen

‘Compliant

0

‘Compliant

‘ Service not found

‘Not compliant

Personer (1)

Carsten Madsen
a» NetCloud

Location

Country
City

Last Known Company Location

LAN IP address
WAN |P address

Active directory

Host name
Username
Domain

OperatingSystemName

Miscellaneous

EncryptionProduct
Anti-Malware
Installed

LastConnected

Supportive informations

Teamviewer Id
Windows 11 ready
OsBuild

WLAN mac-address
Last known SSID
Signal quality

Last reboot

Free disk space

echo

powered by NetCloud

‘Denmark

‘ Glostrup Municipality

‘ Kontorhus 1 - Glostrup

10.1.18.83

193.104.83.154

TESTPC1201

‘cmadsen

'WORKGROUP

‘Microsoft Windows 10 Pro

‘BitLocker Drive Encryption Driver

‘ Windows Defender

23-02-2020

26-09-2022

1317 443 946

‘ No, CPU not supported

21H2

8:16:54:34:a2:4c

‘NetCIoud

89%

‘ 2022-09-20T08:46:09:9192

86




solar

Making IT Service more efficient

Solars journey with integrations and automation



Frank Christensen

IT Security Manager

| have been in Solar since 2020

olo
OOl
ol
O Ol}
olo)|

Before that, | have a background as a Quality
Manager in a software company.




Sole
esentation

We believe in productivity improve
digitalisation, green business opg
and networked development

October 4th 2022




Solar’s core business areas solar

Electrical, heating & plumbing and ventilation technologies

Installation Marine & Lighting Industry

Offshore

...........

-------

Communication Security Ventilation Heating, Water Renewable
& Sanitation energy
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Landscape of security tools

U McAfee

¥ Microsoft

Microsoft Defender for Identity

v

Microsoft Secure Score

ol AMP for Endpoints

st]ran]

asco CISCO Umbrella

BLOODHOUND

a OWASP ZAP

CISCO "cisco SecureX
Stealthwatch Cloud

Bitlocker )
-- Windows @ NeSSUSE

" Defender vulnerability scanner

PING CAS

2%y Microsoft®

2 System Center
Configuration Manager

/ABSOLUTE
B® Microsoft Intune

Azure Log Analytics
® o

o’

Windows Hello

solar

12



e et ) et e
5

et

.........

fr—

S 37

......

\

uptal Lk

s Al *»

Vi 168

™A

O L LI LR L L

O 11018107

)
|
L T ]

L 1 { . ' '* | o
i ' i AT e T M

.

-

e

o e e N e, i W



The journey solar

solar
GSD TOOL

4 Jira Service Management

Dashboard

14



ervice desk cases are
created automatically

A

- Absolute: Absolute Alert | Device Name Changed) - Message (Plain Text)

solar
GSD TOOL

Message Q Tell me what you w.

A B ’ A- A =] Ui % Mark Unread v el
== x E_} @_ E__}) 5 SA-PTSKAPPS 3 To Manager ¥ = @ i a& q oy : .
o G T f ET Team Email v Done M .@ hesi nnn Categorize = Tarad o, B~ = S Pt o
. Delete eply Reply Forward [T - _ - ove ign ranslate oom end to epal iew
&9 Al E@ & Reply & Delete # Create New v . [P Palicy v |* Follow Up ~ . [3 - OneNote | Message ™

Delete Respond Quick Steps ] IMove Tags ] Editing Zoom OneMote | Protection Salesforce

on 24-08-2022 12:32

noreply_cc@absolute.com
Absolute: Absolute Alert ID#86730 (Device Name Changed)
To

i This message was sent with High importance.

SOLAR Disclaimer
UK: Be aware, this is an external email and sender may not be genuine, ensure that the sender is valid before opening documents or links.
DK:Vaer opmaerksom p3, dette er en ekstern e-mail, og afsenderen er muligvis ikke a=gte. Sarg for, at afsenderen er gyldig, far der abnes dokumenter eller links.

Dear Absolute User,

This is an automatic e-mail notification generated by the Absolute alerts system.
The following alert configured for your account was triggered:

* Alert Name: Device Name Changed
* Description: Predefined alert - Deleting the alert causes it to be recreated in a Suspended state. If you do not want to use this alert, change its state to Suspended.
* Alert Type: Manual Reset

* Alert Condition: Device Name - Changed
* Detected on: 2022-08-24 10:31:39 UTC

Identifier: 4UUGQEIX1QAAZWLGD321 Device Name: (D Uscrname: (NG O -partment: []

To investigate your new alert, log in to the Absolute console and go to https://cc.absolute.com/.
If the alert is set up to automatically reset, the alert will reset after the number of days specified for the alert in Absolute.

If you require any assistance please contact Absclute Technical Support at http://www.absolute.com/support.

Regards,
Absolute

Among other things we have the same procéss for
 “ Use of unapproved VPN
- Computer leaving the Solar domain - -



solar

Minimized manual
processes




Dashboard

Group Service Desk

Devices outside baseline

1

No Anti-malware

MUStber@ L y

8 D

Unsupported OS With no Encryption With local users

Monthly

73 82 214

Boot time above 3 days Not Compliant SCCM Dark devices

'SS day___l

echo

d by NetCloud

solar
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Dashboard

Global Service Desk

solar

solar

Devices outside baseline ec ho

powerad by NetCloud

Computer frozen for security reasons DailyAnti-malware system not present on the device

OS not compliant

73

Boot time above 3

days

1

No Anti-malware

—BFH:@GKEFHO'[ %mplan{— Computer with Local Users

With no

8

Unsupported OS ) Encryption cal users

TR

Monthly

82 214 27

Not Compliant SCCM Dark devices User leaving

18



Dashboard solar

Global Service Desk

Devices outside baseline ec ho

d by NetCloud

Daily

1

No Anti-malware

8 3 5

Unsupported OS With no Encryption With local users

Monthly

~ Must be handled withina month
73 82 214 27

Boot time above 3 days Not Compliant SCCM Dark devices er leaving

19



Dashboard solar

Global Service Desk

Devices outside baseline ec ho

powerad by NetCloud

Daily

1

No Anti-malware

8 3 5

Unsupported OS With no Encryption With local users

Computer that ¢ ted for more than 3 days |
Userleaving Solar

Not compliant with SCCM Monthly i

73 82 214 27

Boot time above 3 days Not Compliant SCCM Dark devices User leaving

Devices that have not been connected to the Internet for more than 35 days

20



Solar GSD TOOL

|User Admin | Statistics | Operational | Projects | Prnters | Links

User Search

OfferingOrders

- d Freeze / UnFreeze PC

l BranchSites

Freeze PC

Bulk Freeze

Freeze Bulk

ned Maintenance

} Vacation @ Pr
Freeze Users

Freeze Log

Citrix PreProd Barcode Freeze Users

Request Admin Create New

[0 To: 00:00
Request UnEnroll USERID USERNAME

- -

&snlar.m
@Pasoisr o

.@sn ar.dk

r-uuty From: 00:00
To: 00:00

Vau:atian—\.l’acatinn From:
08:00 To: 16:00

THURSDAY Gl :solar ok

Vacatinnq Sum 1 '@solar.m
To: 00:00

Dispatch (® 7-0uty Fro

‘u’acation_: Gone for the day. From: 00:00 To:
00:00

Vacatinn- Free day. From: 00:00 To: 00:00
nicnateH D 71t Frome 00000 Tao 0000




Freeze computer for storage. s 1 solar

Freeze Device (Will add InStock)

k Freeze Device Unfreeze Device

22



What do we get out
of this process?

« Unit stock overview
« Anti-theft devices
* Fresh devices without GDPR data




Solar GSD TOOL - FreezelLog

) | User | User Admin | Statistics | Operatiomal | Projects | Printers

Ticket Stats

User Search 0S Stat

Computer Data

GSDSearch p|0yee Status

O All @ Dispatch ® Sick |  Office Licenses ack

Freeze Log
MONDAY TUESDAY

Log Viewer

vacatior S n

Summer holiday From: 00 JE LAY er holiday From: 00:00 To: 00:00

Va catinn— Vacation From

08-00 To: 16:00

Vau:atian—\.l’acatinn From: Dispatch-?-Duw From: 00:00

08:00 To: 16:00 To: 00:00

Dispatch (P 7-0uty From: 00:00
To: 00:00

THURSDAY

Vacatinnq Summer holiday From: 00:00
To: 00:00

Dispatch I ® 7-0uty From: 00:00 To: 00:00

‘u’acation_: Gone for the day. From: 00:00 To:
00:00

Links

FRIDAY

Vacatinr_: Summer holiday From: 00:00

To: 00:00
Vacation S Holiday Out Off Office From: 00:00 To: 00:00

Vacatinn- Free day. From: 00:00 To: 00:00
nicnateH D 71t Frome 00000 Tao 0000

FreezelLog

USERNAME

-sola'.dl\'
.@sn ardk

-.;sclar se

.@so ar dk
o
oy
.@Sola'.dl\

wsu ardk
.sclar.cl<
-mlandl\'

-Sola'.dl\'

-so arnederiand.nl

‘sclar.se
‘sola'ﬂcrge no
.@so ar.dk
wsolandl\'

.@so ar.dk
-@so arnederiand.ni
wsn ardk

solar.dk

solar.dk

SERIALNUMBER

ininbnntni

31/08/2022 10:32:00

31/08/2022 10:10:40

31/08/2022 09:30:02

31/08/2022 09:20:30

31/08/2022 08:41:43

30/08/2022 16:30:43

30/08/2022 16:30:39

30/08/2022 152917

30/08/2022 13:21:46

30/08/2022 13:18:34

30/08/2022 11:54:58

300082022 11:30:16

30/08/2022 10:17:08

30/08/2022 09:28:40

30/08/2022 08:44:19

30/08/2022 08:44:01

30/08/2022 07:30:12

30/08/2022 07:27:53

30/08/2022 07:21:17

30/08/2022 07:09:28

UNFREEZE CODE

s #¢

w

¥

STATUS

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

DONE FROM

Unfreeze

Unfreeze

Unfreeze

Unfreeze

Unfreeze

UserLeaving

UserLeaving

Unireeze

InStock

Unfreeze

Notinuse

Unfreeze

Unfreeze

Unfreeze

Unfreeze

Unfreeze

Security

nStock

Unfreeze

Unfreeze




Overview

2889
Vla anOther daShboard, We always have an Total number of devices

overview of our devices. 231

Dark devices
¢ UnltS We ha.venlt Seen In 35+ dayS Current frozen devices
« Employees who are about to leave Solar 28

User leaving devices

* Devices that have been stolen 7
» Units In storage ready for delivery
« Security locked devices 193

* Devices not in use 0

Bitlock

86

Mot in use

ecuri

EEEEE



Thank You

4 See you at stand 16.




